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All Security headers : OWASP Secure Headers Project - OWASP



https://wiki.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
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o csr: format pkes10
o pem, key, cert, crt : base64 dont multipart, pub et priv keys

§ key : format pem, uniquement la clef privée

§ cert, cer, crt : Windows

o pkes12, p12, pfx : PKCS#12 ( binaire)

o der : flux binaire du certificat.

o p7b, keystore : inclut le chemin de certification.
crl: liste de révocation.
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echo “Installing Docker:"
sudo apt update

sudo apt -y upgrade

sudo apt install -y docker.io openjdk-14-jdk git curl
sudo systemctl enable docker

sudo systemctl start docker

echo “Installing docker-compose:"
sudo curl -L" d 1.29.2/docker-compose-$(uname -s)-$(uname -m)’
sudo chmod +x /usr/local/bin/docker-compose

0 /ust/local/bin/docker-compose

echo
echo "Preparing dvwa:"

sudo docker network create zapnet

sudo docker container run -d --name dvwa --net zapnet -p 1080:80 -p 3306:3306 -e MYSQL_PASS="Pa55w.rd" citizenstig/dvwa

sudo docker container run - --name zap --net zapnet -u zap -p 1081:8080 -p ~stable zap-web h
echo .

echo

echo "Preparing mutillidae I

sudo mkdir -p /opt

<d /opt

sudo git clone docker
cd mutillidae-docker

sudo docker-compose up -d

echo "Connectez-vous sur hitp://localhost pour Mutilldae”

echo

echo "mysql password : Passw.rd ( port 3306 )"
h

ed
echo "SCAN with ZAP : "

echo “# docker run ~name zap -rm -net zapnet
http://dvwa.zapnet:1080"

# Afficher les parameétres de zap-cli

sudo docker run -rm --net zapnet -i owasp/zap2docker-stable zap-cl

wasp/zap2docker-stable zap-cli quick-scan ~self-contained -start-options “config api.disablekey=true'

echo "BASELINE *
echo "# docker container run ~-name zap -m --net zapnet -t bl
sudo docker container run —-rm ~-net zapnet -t owasp/zap2docker-stable zap-baseline.py
echo™

echo ™"

echo "Owasp zap démarré."

echo™
eecho "Connect to DVWA : http:/localhost:1080, setup the database, and connect as admin / password, and go setting up the security level to LOW"
echo "ZAP WebGui : ttp://localhost:1081/zap"

echo "proxy address : http:/localhost:1090"

line.py -t hitp://ch 1:1080"

echo “# sudo docker container run -d --name zap -net zapnet -u zap -p 1081:8080 -p 1090 ~stable zap-web: he
echo "scan app from zap : http://dvwa.zapnet”

cho ™
aeho Télécharger et instaler owasp : /2 gl ownload/”
echo "small Rockyou : hig ] eaked-D: 200"
sudo sudo container docker run ~name juice- shcp p 30003000 bkimminichvjuice-shop
echo™

echo "Owasp Juice Shop disponible sur http://localhost:3000"


https://github.com/docker/compose/releases/download/1.29.2/docker-compose-$
https://github.com/webpwnized/mutillidae-docker
http://localhost/
http://dvwa.zapnet:1080/
http://dvwa.zapnet:1080/
http://localhost:1080/
http://localhost:1081/zap
http://localhost:1090/
http://dvwa.zapnet/
https://www.zaproxy.org/download/
https://raw.githubusercontent.com/danielmiessler/SecLists/master/Passwords/Leaked-Databases/rockyou-20.txt
http://localhost:3000/

